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DD/COMSEC 
NSA-41 
Briefing 

1. Tbe foUcnrlng comineiits are furnished per your request for a briefing 
on the sltmtion with regard to certain t^ifpes of violations as noted in the 
monthly report. I shall he glad to discuss further vith you if you so desire. 

2. In February 1954, USCIB Directive !To. 9 on COMDIT con^romise reporting 
procedure became effective. Since then, there has been a steady increase in 
such reports. In August, further detailed repozrtlng instriictlons vere issued 
to the Service Cryptologic Agencies in NSA Circular 90-*l (see subparagraph 3o 
belov). The present large volume of cooq>roDiise reports is not, therefore, 
necessarily indicative of an actual Increase in occurrences; it is possibly due 
to the dissemination of specific reporting requirements. In either case, the 
violation volume is hig^, particularly that of Inadvertent clear text trans- 
missions and the encryption of messages in monoalphabetic substitution cipher in 
on-line operation. 

3. Various corrective actions have been talien and recommended, and equipment 
modifications have been designed to reduce these violations. The status of 
Inqtlementation of these remedies is as foUoirs: 

a. A push-button modification for the model 19 teletypewriter and the 
131B2 subscriber set has been designed to prevent inadvertent plain text 
transmissions from the plain text transmitter distributor. The Army has 
reported Installation of this modification on but a few CQMIIIT terminals. 

Navy Installation is conq)lete. The Air Force has reported installation on the 
majority of their terminals, and others are being modified as rapidly as 
modification lElts becoaoe available. Many of the model 19 teletypewriters used 
by the Air Force are the commercial type (vhich has 30O tape-out button), and 
special modification hits are reqoilred. 

b. Another required modification on PYTHON COMTHT circuits is the tom 
tape stop mechanism, which will internet transmission within 3 bo characters 
Whenever a tape hangs up or runs out. The Army, on l6 Dec, reported Installation 
complete on the ASA Two Bock Banch terminal and nine ( 9 ) texminals in Europe; 
action has been taken to procure additional modification kits. The Navy no 
longer has a requirement for this 300diflcation, since they have no PYTHON COMIHT 
Circuits at present. The Air Force, on 1 Dec, zreported that they had on hand a 
sufficient qvantlty of TTSMs, and that shipment was being made to command Issuing 
offices for eventual Installation on PYTHON COMINT circuits. They will advise us 
when Installations are conq>lete. 
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ft* Instructions have been prepared for tbe installation of push-button 
modifications to the 8SM-3 and SSH-4 (!Tr-l6o/Fa^ SAMSON) equipments « Xhese 
instructions will be pvfl>lisbed in a change to AF3AO 1262 - 1 , ^leh is held by all 
COMINT field units. Included also in this change vill be detailed installation 
instructions for the tom tape stop mechanism. 

d. Serious consideration is being given to Installing (or relocating) 
vaming lights to aid in preventing Inadvertent plain text transmissions from 
teletypewriter keyboards, 

e* The COMINT eotqproaise reporting imtructions of NSA. Circular 9^-1 
are in the hands of each COMINT field unit. Violators are required not only to submit a 
written report of the facts in each caae^ but must also include a brief description 
of the training program for COMSEC as applied to COMINT material. 

f « A check-off list or questionnaire covering general, cryptographic 
and transmission security, and the physical security of cryptographic material, 
has been prepared for issue to each COMINT field unit. This questionnaire, which 
Will provide us with detailed information conceming each COMINT field unit, is 
to he filled out by the Commanding Officer or Officer in charge in the course of 
an Inspection of his installation, and returned to us with a copy to the Hbad of 
the Service Cryptologic Agency concerned. The check list, in draft form, has 
been submitted to the three Service Czyptologlo Agencies for informal review and 
comment prior to publication* 

Burlng 1991 , 195 s and 1953 > our actions in improving the communications 
security of COMINT were confined l^gely to recomniendations for corrective action 
and equipment modlficatioxxs, and requests that ~U>e Service Cryptologic Agencies 
adopt them. In many cases, they were not adopted* Currently, our approach is 
more realistic, and ve have laid very specific and unequivocal requirements on the 
Services, and have directed compliance. More and more information and guidance 
material Is being distributed at the Service level at which it will do the most 
good - the field units. The Service Cryptologic Agencies are cooperating fully 
in implementing our directives and instructions . 

5* Equipment failures and mechanical defects are responsible for seme 
violations, but the majority are due to personal error of same kind on the part 
of the operator. Furthermore, the majority of personnel errors occur at locations 
where the equlp^nts have not been modified. Universal installation of the 
equipment modifications described in paragraph 3 above, however, should be completed 
In the near future, and a direct result slx^uld he a reduction in these errors. 

The modifications are desigxied to eliminate much of the personal factor in equipment 
Operation. 

6. Of course, in the absence of fully automatic equipment, the possibility 
of human error remains. Equipment modifications are no substitute for care and 
attention on the part of the operator. The questionralre ( paragraph ^above) 
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places great ea^basls on eomwand responsibility for thorough indootrlnatlon and 
training of crjiptographers, and vill un<2uestionab3y result in a more intensive 
training program in each COMIllT field unit. 

7* Actually, ve are in a transition period. Definite goals have been 
establisbed, and the means of attaining them provided. Full employment of these 
means has *taken time, but much progress has been made* The present outlook for 
the communications security of oinr COMBfE is an optimistic one. 



F. C. AUSTIN 
Chief, NSA-4^1 
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